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Anonymity & Privacy

• Information is both treasure and liability: we want to make 
sure that what is seen and heard privately does not 
become public without our consent (Kizza, Ethics in 
Computing)


• Anonymity and privacy is not only to be discussed as 
abstract ideas but also to be implemented at the 
technical level.



Anonymity

• Being & remaining nameless


• Pseudo-identity: an individual is identified by a certain 
pseudonym, code, or number.


• Untraceable identity: an individual is not known by any 
name, including pseudo-names.


• Anonymity with pseudo-address for correspondence: 
remailers and user groups.



Anonymous Remailers

• A server that receives messages with embedded 
instructions on where to send them next, and forwards 
them without revealing the sender (https://
en.wikipedia.org/wiki/Anonymous_remailer)


• Pseudonym Remailer, Cyberpunk Remailer (Type I), 
Mixmaster Remailer (Type II), Mixminion Remailer (Type III)

https://en.wikipedia.org/wiki/Anonymous_remailer
https://en.wikipedia.org/wiki/Anonymous_remailer


Pseudonym Remailer
• Assigns a pseudonym to each user; maintains a record of 

how to return messages to the real user.


• Type 1 (Cyberpunk): removes any identifying information from 
the PGP encrypted message and forwards it to the receiver; 
cannot reply unless reply address is included in the message 
body


• Type 2 (Mixmaster): message is relayed through MIX nodes 
to make it harder to trace (over SMTP)


• Type 3 (Mixminion): uses TLS to improve Type 2 (among 
other things)



http://mixmaster.sourceforge.net/faq.shtml

http://mixmaster.sourceforge.net/faq.shtml


Pros & Cons of Anonymity

• Good when a whistle-blower uses it for a good cause.


• Good in case underground spies gather information for 
national good.


• Good when there is intimidation and fear of reprisal.


• Bad when criminals use it for their advantage.


• Bad when anonymity hinders the resolution of some 
disputes.



Privacy
• Difficult to accurately define, as many aspects depend on 

culture, geographic location, political system, religious 
beliefs, etc.


• Durlak’s four rights


• Solitude: the right to be alone


• Anonymity: the right to have no public personal identity


• Intimacy: the right not to be monitored


• Reserve: the right to control one’s personal information



Technical Tools

• We will introduce three approaches:


• k-anonymity: to anonymise a data set to reduce the 
probability of identifying an individual


• Secure Multiparty Computation: to perform 
computation without revealing the input data


• Homomorphic Encryption: to enable computation on 
encrypted data, without decrypting first



k-Anonymity

• Here, we follow the theoretical framework of Samarati 
2001, “Protecting Respondents’ Identities in Microdata 
Release”, IEEE Transactions on Knowledge and Data 
Engineering, 13(6):1010-1027



Data Centric Applications 
(DCAs)

• Application based on non-trivial databases, some of 
which often contain personal information


• For privacy protection, there is a need to sanitise and 
anonymise the data before testing.


• However, there are multiple reports that only real world 
data can reveal certain faults.


• Clean-room approach is expensive and risky.



!"#$"#% "&'#("("') *#& &'"&'#("+"'& "#+,-.*(",#/ (01) *!!,23
"#% -'"&'#("+"4*(",# ,+ (0' -')5,#&'#()6

70' -')(-"4('& *44')) (, "#+,-.*(",# *#& '85'#)"9'
5-,4'))"#% ,+ "(/ "# :,(0 (".' *#& -'),1-4')/ 20"40
-'5-')'#('& * +,-. ,+ 5-,('4(",# "# (0' 5*)(/ &,') #,(
0,!& *#;.,-'6 <( ") #,( &"++"41!( (,&*; +,- * &*(* -'4"5"'#(
(, 4,.:"#' (0' =&'"&'#("+"'&> ."4-,&*(* -'4'"9'& 2"(0
,(0'- 51:!"4!; *9*"!*:!' &*(* ?'6%6/ 9,('- -'%")('-)@6 70")
)"(1*(",# 0*) -*")'& 5*-("41!*- 4,#4'-#) "# (0' .'&"4*!
*#& +"#*#4"*! +"'!&/ 20'-' ."4-,&*(*/ 20"40 *-' "#4-'*)3
"#%!; :'"#% -'!'*)'& +,- 4"-41!*(",# ,- -')'*-40/ 4*# :'/ ,-
0*9' :''#/ )1:A'4( (, *:1)') 4,.5-,.")"#% (0' 5-"9*4; ,+
"#&"9"&1*!) BCD/ BED/ BFCD/ BCFD6

7, "!!1)(-*(' (0' 5-,:!'./ G"%6 F '8'.5!"+"') * (*:!' ,+
.'&"4*! &*(* (, :' -'!'*)'&6 H*(* 0*9' :''# &'"&'#("+"'&
:; )155-'))"#% #*.') *#& I,4"*! I'41-"(; #1.:'-)
?IIJ)@ ), #,( (, &")4!,)' (0' "&'#("("') ,+ (0' "#&"9"&1*!)
(, 20,. (0' &*(* -'+'-6 K,2'9'-/ 9*!1') ,+ ,(0'-
-'!'*)'& *((-":1(')/ )140 *) !"#/ $%&'()*+,&-/ .%/'/
0'1/ *#& 2%,+&%30&%&45 4*# *!), *55'*- "# ),.'
'8('-#*! (*:!' A,"#(!; 2"(0 (0' "#&"9"&1*!)L "&'#("("')/ *#&
4*# (0'-'+,-' *!!,2 (0'. (, :' (-*4$'&6 M) "!!1)(-*('& "#
G"%6 F/ !"#/ $%&'()*+,&-/ *#& 0'1 4*# :' !"#$'& (, (0'
N,('- O")( (, -'9'*! (0' 6%7'/ 899,'55/ *#& :+&;6 G,-
"#)(*#4'/ "# (0' P'&"4*! H*(* (*:!' (0'-' ") ,#!; ,#'
)'7%3' :,-# ,# <=>?=@> *#& !"9"#% "# (0' <A>AB *-'*6
70") 4,.:"#*(",#/ "+ 1#"Q1' "# (0' '8('-#*! 2,-!& *) 2'!!/
1#"Q1'!; "&'#("+"') (0' 4,--')5,#&"#% :1!!'('& (15!' "#
(0' -'!'*)'& &*(* *) 5'-(*"#"#% (, =04' CD :%,35EF/ <GG
2%,H'& 0&,''&/ 0%F I,%F/+5/EJ> (01) -'9'*!"#% (0*(
)0' 0*) -'5,-('& 5-E,&F'55 E) K,'%&-6 ?J,("4' (0*( (0'
.'&"4*! "#+,-.*(",# ") #,( *))1.'& (, :' 51:!"4!;

*)),4"*('& 2"(0 (0' "#&"9"&1*!)/ *#& (0' &')"-'& 5-,('43
(",# ") (, -'!'*)' (0' .'&"4*! "#+,-.*(",# "# * 2*; (0*(
(0' "&'#("("') ,+ (0' "#&"9"&1*!) 4*##,( :' &'('-."#'&6
K,2'9'-/ (0' -'!'*)'& 40*-*4('-")("4) +,- I1' R6 S*-!),#
!'*&) (, &'('-."#' 20"40 .'&"4*! &*(* *.,#% (0,)'
-'!'*)'& *-' 0'-)6@ T0"!' (0") '8*.5!' &'.,#)(-*('& *#
'8*4( .*(40/ "# ),.' 4*)')/ !"#$"#% 4*# *!!,2 (0'
"&'#("+"4*(",# ,+ * -')(-"4('& )'( ,+ "#&"9"&1*!) (, 20,.
(0' -'!'*)'& "#+,-.*(",# 4,1!& -'+'-6

I'9'-*! ."4-,&*(* &")4!,)1-' 5-,('4(",# ('40#"Q1') 0*9'
:''# &'9'!,5'& "# (0' 4,#('8( ,+ )(*(")("4*! &*(*:*)')/ )140 *)
)4-*.:!"#% *#& )2*55"#% 9*!1') *#& *&&"#% #,")' (, (0'
&*(* 20"!' .*"#(*"#"#% *# ,9'-*!! )(*(")("4*! 5-,5'-(; ,+ (0'
-')1!( BFD/ BCUD6 K,2'9'-/ .*#; 1)') -'Q1"-' -'!'*)' *#&
'85!"4"( .*#*%'.'#( ,+ ."4-,&*(* 20"!' #''&"#% !"#!$%#&
"#+,-.*(",# 2"(0"# '*40 (15!'6 70") =&*(* Q1*!"(;> -'Q1"-'3
.'#(.*$') "#*55-,5-"*(' (0,)' ('40#"Q1') (0*( &")(1-: &*(*
*#&/ (0'-'+,-'/ *!(0,1%0 5-')'-9"#% )(*(")("4*! 5-,5'-("')/
4,.5-,.")' (0' 4,--'4(#')) ,+ (0' )"#%!' 5"'4') ,+ "#+,-.*3
(",#6 M.,#% (0' ('40#"Q1') 5-,5,)'& +,- 5-,9"&"#% *#,#3
;."(; "# (0' -'!'*)' ,+ ."4-,&*(* BFVD 2' (0'-'+,-'/ +,41) ,#
(2, ('40#"Q1') "# 5*-("41!*-W '()("*&+,*!+-) *#& .#//"(..+-)/
20"40/ 1#!"$' ,(0'- '8")("#% ('40#"Q1')/ )140 *) )4-*.:!"#%
,- )2*55"#%/ 5-')'-9' (0' (-1(0+1!#')) ,+ (0' "#+,-.*(",#6F

7'40#"Q1') +,- ."4-,&*(* -'!'*)' 5-,('4(",# 0*9' :''#
5-,5,)'& *#& )(1&"'& 0,2'9'-/ #, +,-.*! .,&'! 0*) :''#
5-,5,)'& +,- (0' )5'4"+"4 1)' ,+ %'#'-*!"X*(",# *#& )155-')3
)",#6 Y'4'#(!;/ (2, );)('.)/ #*.'!;/ P13M-%1) BZD *#&
H*(*+!; BF[D/ 0*9' :''# -'!'*)'& 20"40 1)' )155-'))",# *#&
%'#'-*!"X*(",# *) ('40#"Q1') (, 5-,9"&' &")4!,)1-' 4,#(-,!6
K,2'9'-/ *%*"#/ #, +,-.*! +,1#&*(",#) ,- *:)(-*4(",#) 0*9'

!"#"$"%&' ($)%*+%&,- $*!(),.*,%!/ &.*,%&%&*! &, #&+$)."%" $*0*"!* 1211

3456 16 $74879:4;<495 =9>9<?>@A 8=:= B< C49D495 :> 7E:7F9=C 8=:=6

F6 T' 2"!! '!*:,-*(' .,-' ,# (0") "# I'4(",# \6

A linking attack: Table 1 has been anonymised by deleting SSN and Name from  
a medical dataset. However, joining this with the Voter registration list, we see  

that only one female born on 15th September 1961 lives in post code 94142.



Given a table T (A1, . . . , An) , a set of attributes

{Ai, . . . , Aj} ✓ {A1, . . . , An}

and a tuple t 2 T, t [Ai, . . . , Aj ] denotes the sequence of the values of Ai, . . . , Aj

in t, T [Ai, . . . , Aj ] denotes the projection, maintaining duplicate tuples, of at-
tributes Ai, . . . , Aj in T . Also, |T | denotes T 0 s cardinality, that is, the number
of tuples in T .

Definition 1 (k-anonymity) . Let T (A1, . . . , An) be a table and QI be a
quasi-identifier associated with it. T is said to satisfy k-anonymity w.r.t. QI i↵
each sequence of values in T [QI] appears at least with k occurrences in T [QI].



Domain Generalisation
• Each attribute has its domain (names, age, address, etc). The set of concrete 

values is called the ground.


• We can generalise a domain: address can be generalised by dropping the street 
number, post code can be generalised by dropping the least significant digit, 
gender can be generalised by making all “human”, etc…


• If Dj is a generalisation of Di, we write: Di ≤D Dj

∀Di, Dj, Dz ∈  Dom  : Di ≤D Dj, Di ≤ pz ⇒
Dj ≤D Dz ∨ Dz ≤D Dj

All maximal domains are singleton (i.e., everything is eventually 
generalised into a single thing).



Value Generalisation

• Concrete values also form a hierarchy.


• Value Generalisation Hierarchy (VGH) is a tree where, 
given , a parent node is one of the values in , 
and children nodes are more specific values in  that 
correspond to the parent.

Di ≤D Dj Dj
Di
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Considering Multiple 
Domains
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Generalisation Strategy



Definition 1 (Generalized Table) Let Ti (A1, . . . , An) and Tj (A1, . . . , An)
be two tables defined on the same set of attributes. Tj is said to be a general-
ization of Ti, written Ti � Tj, i↵

1. |Ti| = |Tj |

2. 8Az 2 {A1, . . . , An} : dom(Az, Ti) D dom(Az, Tj)

3. It is possible to define a bijective mapping between Ti and Tj that associates
each tuple ti 2 Ti with a tuple tj 2 Tj such that ti[Az] v tj [Az] for all
Az 2 {A1, . . . , An}
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Definition 1 (Distance Vector) Let Ti (A1, . . . , An) and Tj (A1, . . . , An) be

two tables such that Ti � Tj . The distance vector of Tj from Ti is the vector

DVi,j = [d1, . . . , dn] , where each dz,z = 1, . . . , n, is the length of the unique

path between Dz = dom (Az, Ti) and dom (Az, Tj) in the domain generalisation

hierarchy DHG Dz.
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Given two distance vectors DV = [d1, . . . , dn] and DV 0 = [d01, . . . , d
0
n] , DV 

DV 0 i↵ di  d0i for all i = 1, . . . , n. Moreover, DV < DV 0 i↵ DV  DV 0 and
DV 6= DV 0.



Intuitively, you can also anonymise by suppressing data: “if only I could delete this row, 
I don’t need to generalise k-1 other rows!”

Definition 1 (Generalized Table-with Suppression) . Let Ti (A1, . . . , An)
and Tj (A1, . . . , An) be two tables defined on the same set of attributes. Tj is
said to be a generalization of Ti written Ti � Tj, i↵:

1. |Tj |  |Tj |

2. 8Az 2 {A1, . . . , An} : dom(Az, Ti) D dom(Az, Tj)

3. It is possible to define an injective (sic.) mapping between Ti and Tj that
associates each tuple ti 2 Ti with a tuple tj 2 Tj such that ti [Az] v tj [Az]
for all Az 2 {A1, . . . , An}

Definition 1 (Minimal required suppression) Let Ti be a table and Tj a
generalisation of Ti satisfying k-anonymity. Tj is said to enforce minimal re-
quired suppression i↵

8Tz : Ti � Tz, DVi,z = DVi,j ,

Tz satisfies k-anonymity ) |Tj | � |Tz|
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Secure Multiparty 
Computation

• Here, we mostly stick to the description in the following 
paper: J. Kim, M. G. Epitropakis, and S. Yoo. Learning 
without peeking: Secure multi-party computation genetic 
programming. In Proceedings of the 10th International 
Symposium on Search Based Software Engineering, 
SSBSE 2018, pages 246–261, 2018.


• There are useful references in the paper.



Secure Multiparty 
Computation

• Here, we examine the Garbled Circuit: there are other 
schemes.


• First, we will go through a very gentle introduction to RSA.


• Second, we will establish the concept of Oblivious 
Transfer.


• Finally, we will introduce the Garbled Circuit, with a case 
study.



RSA (Rivest-Shamir-Adleman)

• One of the first public-key encryption: encryption key is 
public, decryption key is kept secret.


• The asymmetry is based on the difficulty of factorisation 
of two large prime numbers.


• Let us go through a sketch of how it operates (we do not 
seek the full cryptographic knowledge here, although it 
would be preferable).



Intuition

• It is practical to find large positive integers, and , 
such that with modular exponentiation for all integers  
(with ):


• 


• But even after knowing  and , or even , it is 
extremely difficult to know  as well.

e, d, n
m

0 ≤ m < n

(me)d ≡ m( mod n)

e n m
d



Key Generation
• Choose two prime numbers,  and .


• Compute :  is later released as part of the public key.


• Compute , Carmichael’s totient function, which is the smallest 
integer  for every integer  between 1 and  that is 
coprime to .  
Since  are prime, 


• Choose an integer  such that  and .  
 forms the public key along with .


• Determine .  is kept as the private key.

p q

n = pq n

λ(n)
am ≡ 1( mod n) a n

n
p, q λ(n) = λ(p)λ(q) = (p − 1)(q − 1) .

e 1 < e < λ(n) gcd(e, λ(n)) = 1
e n

d ≡ e−1( mod λ(n)) d



Encryption/Decryption
• Encryption


• Turn the original message  into a large integer  
such that .


•  (can be computed quickly)


• Decryption


•

M m
0 ≤ m < n

c ≡ me( mod n)

cd ≡ (me)d ≡ m( mod n)



Yao’s Millionaire Problem

• Two millionaires want to decide who is the richer person.


• But they do not want to reveal how much money they 
have to the other.


• How do we do this?



Oblivious Transfer (OT)

• In cryptography, OT means a particular type of 
communication in which:


• the sender sends multiple messages without knowing 
what was actually transferred, and


• the receiver receives one of the sent messages without 
knowing what other messages were.



Oblivious Transfer (OT)
• Alice generates an RSA key pair and sends the public exponent  to Bob. The 

private exponent, , is secret. 


• Alice also generates and sends two random messages,  and , to Bob. 


• Bob chooses , and generates a random . Bob then sends 
 (i.e., encryption of  blind to ) to Alice. 


• Alice computes  and . Alice  
knows  is one of these values, but does not know which. 


• Alice sends  and  to Bob.


• Bob decrypts  because Bob knows which  was chosen earlier. Bob can only 
decrypt .

e
d

x0 x1

b ∈ {0,1} k
v = (xb + ke) mod n k xb

k0 = (v − x0)d mod N k1 = (v − x1)d mod N
k

m′ 0 = m0 + k0 m′ 1 = m1 + k1

m′ b xb
m′ b



Garbled Circuit

• OT is message passing: how do we go from OT to 
computing generic functions?


• Answer: precompute all the answers, and transfer the 
table using OT 😨



Garbled Circuit for 2-input 
Boolean Gate

• Suppose Alice and Bob want 
to compute Boolean AND 
function using one input from 
each of them.


• Table (a) is the full truth table 
for AND gate.

a b c

0 0 0

0 1 0

1 0 0

1 1 1

(a)

a b c

Xa
0 Xb

0 Xc
0

Xa
0 Xb

1 Xc
0

Xa
1 Xb

0 Xc
0

Xa
1 Xb

1 Xc
1

(b)

Garbled Table

EncXa
0 ,Xb

0
(Xc

0)

EncXa
0 ,Xb

1
(Xc

0)

EncXa
1 ,Xb

0
(Xc

0)

EncXa
1 ,Xb

1
(Xc

1)

(c)

Table 1: Garbled Circuit Operation on F (a, b) = AND(a, b): (a) the raw truth
table, (b) Alice assigns random string labels to values in the truth table, (c) the
output garbled table that is transferred.

4. Alice sends the encrypted circuit to Bob, along with her inputs. For example,
if Alice’s input for a is 1, Alice sends Xa

0 . Since Alice generated the labels
randomly, Bob does not know what Alice’s actual input is.

5. In order to obtain the result, Bob needs the labels for his input. If Bob’s
input for b is 0, Bob asks for b = 0 between Xb

0 and Xb
1 through 1-2 oblivious

transfer, after which Alice does not know which Bob chose between Xb
0 and

Xb
1 and Bob does not know what the other label (in our case Xb

1) is.
6. Bob tries to decrypt each output row: he can only decrypt a single row,

which is the output for the input from both Alice and Bob.

While our small working example only concerns a single logical operator as
the function of interest, one can convert an arbitrary function into an optimised
Boolean circuit [28] and apply the outlined process to the truth table of each
2-input gate within the circuit. By repeatedly applying the above process, Alice
and Bob can securely compute the garbled circuit. The cost of privacy is the
runtime overhead that stems from encryption and decryption as well as the
conversion and execution of arbitrary functions as Boolean circuits.

2.3 Obliv-C

Obliv-C [37] is both a domain specific extension of C and a gcc wrapper that
compiles the extension.3 It is designed for developers to easily implement 2PC
Secure Multiparty Computation: Obliv-C provides high-level interface to SMC
via language extension, performs the Boolean circuit conversion, and handles
the garbled circuit protocol. It has been applied to various privacy preserving
machine learning scenarios [9, 29] as well as to email communications [10].

While we leave the low level implementation details of Obliv-C out in this
paper (please refer to the original paper [37] for all the details), let us focus on
two core language constructs, obliv qualifier and obliv if statement.

3 It is available from https://oblivc.org.



Garbled Circuit for 2-input 
Boolean Gate

• Alice, the garbler, replaces 0s 
and 1s in the truth table with 
randomly generated string 
labels. The result is shown in 
(b). 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0 0 0

0 1 0

1 0 0

1 1 1

(a)

a b c

Xa
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Table 1: Garbled Circuit Operation on F (a, b) = AND(a, b): (a) the raw truth
table, (b) Alice assigns random string labels to values in the truth table, (c) the
output garbled table that is transferred.

4. Alice sends the encrypted circuit to Bob, along with her inputs. For example,
if Alice’s input for a is 1, Alice sends Xa

0 . Since Alice generated the labels
randomly, Bob does not know what Alice’s actual input is.

5. In order to obtain the result, Bob needs the labels for his input. If Bob’s
input for b is 0, Bob asks for b = 0 between Xb

0 and Xb
1 through 1-2 oblivious

transfer, after which Alice does not know which Bob chose between Xb
0 and

Xb
1 and Bob does not know what the other label (in our case Xb

1) is.
6. Bob tries to decrypt each output row: he can only decrypt a single row,

which is the output for the input from both Alice and Bob.

While our small working example only concerns a single logical operator as
the function of interest, one can convert an arbitrary function into an optimised
Boolean circuit [28] and apply the outlined process to the truth table of each
2-input gate within the circuit. By repeatedly applying the above process, Alice
and Bob can securely compute the garbled circuit. The cost of privacy is the
runtime overhead that stems from encryption and decryption as well as the
conversion and execution of arbitrary functions as Boolean circuits.

2.3 Obliv-C

Obliv-C [37] is both a domain specific extension of C and a gcc wrapper that
compiles the extension.3 It is designed for developers to easily implement 2PC
Secure Multiparty Computation: Obliv-C provides high-level interface to SMC
via language extension, performs the Boolean circuit conversion, and handles
the garbled circuit protocol. It has been applied to various privacy preserving
machine learning scenarios [9, 29] as well as to email communications [10].

While we leave the low level implementation details of Obliv-C out in this
paper (please refer to the original paper [37] for all the details), let us focus on
two core language constructs, obliv qualifier and obliv if statement.

3 It is available from https://oblivc.org.



Garbled Circuit for 2-input 
Boolean Gate

• Alice encrypts the output 
column(s) of the truth table with 
corresponding input labels. Alice 
also permutes the encrypted 
output rows so that the values 
cannot be guessed from the 
order (hence the name garbled).


• Alice sends the encrypted circuit 
to Bob, along with her inputs. 
For example, if Alice’s input for a 
is 1, Alice sends . Since Alice 
generated the labels randomly, 
Bob does not know what Alice’s 
actual input is. 

Xa
1

a b c

0 0 0

0 1 0

1 0 0

1 1 1

(a)

a b c

Xa
0 Xb

0 Xc
0

Xa
0 Xb
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1 Xb

1 Xc
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Table 1: Garbled Circuit Operation on F (a, b) = AND(a, b): (a) the raw truth
table, (b) Alice assigns random string labels to values in the truth table, (c) the
output garbled table that is transferred.

4. Alice sends the encrypted circuit to Bob, along with her inputs. For example,
if Alice’s input for a is 1, Alice sends Xa

0 . Since Alice generated the labels
randomly, Bob does not know what Alice’s actual input is.

5. In order to obtain the result, Bob needs the labels for his input. If Bob’s
input for b is 0, Bob asks for b = 0 between Xb

0 and Xb
1 through 1-2 oblivious

transfer, after which Alice does not know which Bob chose between Xb
0 and

Xb
1 and Bob does not know what the other label (in our case Xb

1) is.
6. Bob tries to decrypt each output row: he can only decrypt a single row,

which is the output for the input from both Alice and Bob.

While our small working example only concerns a single logical operator as
the function of interest, one can convert an arbitrary function into an optimised
Boolean circuit [28] and apply the outlined process to the truth table of each
2-input gate within the circuit. By repeatedly applying the above process, Alice
and Bob can securely compute the garbled circuit. The cost of privacy is the
runtime overhead that stems from encryption and decryption as well as the
conversion and execution of arbitrary functions as Boolean circuits.

2.3 Obliv-C

Obliv-C [37] is both a domain specific extension of C and a gcc wrapper that
compiles the extension.3 It is designed for developers to easily implement 2PC
Secure Multiparty Computation: Obliv-C provides high-level interface to SMC
via language extension, performs the Boolean circuit conversion, and handles
the garbled circuit protocol. It has been applied to various privacy preserving
machine learning scenarios [9, 29] as well as to email communications [10].

While we leave the low level implementation details of Obliv-C out in this
paper (please refer to the original paper [37] for all the details), let us focus on
two core language constructs, obliv qualifier and obliv if statement.

3 It is available from https://oblivc.org.



Garbled Circuit for 2-input 
Boolean Gate

• In order to obtain the result, 
Bob needs the labels for his 
input. 


• If Bob’s input for  is 0, Bob 
asks Alice for  between 

 and  through 1-2 
Oblivious Transfer, after which 
Alice does not know which 
Bob chose between  and 

 and Bob does not know 
what the other label (in our 
case ) is. 

b
b = 0
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0 Xb
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Xb
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Xb
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Xb
1
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Table 1: Garbled Circuit Operation on F (a, b) = AND(a, b): (a) the raw truth
table, (b) Alice assigns random string labels to values in the truth table, (c) the
output garbled table that is transferred.

4. Alice sends the encrypted circuit to Bob, along with her inputs. For example,
if Alice’s input for a is 1, Alice sends Xa

0 . Since Alice generated the labels
randomly, Bob does not know what Alice’s actual input is.

5. In order to obtain the result, Bob needs the labels for his input. If Bob’s
input for b is 0, Bob asks for b = 0 between Xb

0 and Xb
1 through 1-2 oblivious

transfer, after which Alice does not know which Bob chose between Xb
0 and

Xb
1 and Bob does not know what the other label (in our case Xb

1) is.
6. Bob tries to decrypt each output row: he can only decrypt a single row,

which is the output for the input from both Alice and Bob.

While our small working example only concerns a single logical operator as
the function of interest, one can convert an arbitrary function into an optimised
Boolean circuit [28] and apply the outlined process to the truth table of each
2-input gate within the circuit. By repeatedly applying the above process, Alice
and Bob can securely compute the garbled circuit. The cost of privacy is the
runtime overhead that stems from encryption and decryption as well as the
conversion and execution of arbitrary functions as Boolean circuits.

2.3 Obliv-C

Obliv-C [37] is both a domain specific extension of C and a gcc wrapper that
compiles the extension.3 It is designed for developers to easily implement 2PC
Secure Multiparty Computation: Obliv-C provides high-level interface to SMC
via language extension, performs the Boolean circuit conversion, and handles
the garbled circuit protocol. It has been applied to various privacy preserving
machine learning scenarios [9, 29] as well as to email communications [10].

While we leave the low level implementation details of Obliv-C out in this
paper (please refer to the original paper [37] for all the details), let us focus on
two core language constructs, obliv qualifier and obliv if statement.

3 It is available from https://oblivc.org.



Garbled Circuit for 2-input 
Boolean Gate

• Now Bob has both Alice’s 
input, , and his own input, 

.


• Bob attempts to decrypt each 
row, and can only succeed 
with one row.


• Alice can map the random 
string to the actual result.


• No one knows the other’s 
input!
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1

Xb
0 a b c

0 0 0

0 1 0

1 0 0

1 1 1
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output garbled table that is transferred.

4. Alice sends the encrypted circuit to Bob, along with her inputs. For example,
if Alice’s input for a is 1, Alice sends Xa

0 . Since Alice generated the labels
randomly, Bob does not know what Alice’s actual input is.

5. In order to obtain the result, Bob needs the labels for his input. If Bob’s
input for b is 0, Bob asks for b = 0 between Xb

0 and Xb
1 through 1-2 oblivious

transfer, after which Alice does not know which Bob chose between Xb
0 and

Xb
1 and Bob does not know what the other label (in our case Xb

1) is.
6. Bob tries to decrypt each output row: he can only decrypt a single row,

which is the output for the input from both Alice and Bob.

While our small working example only concerns a single logical operator as
the function of interest, one can convert an arbitrary function into an optimised
Boolean circuit [28] and apply the outlined process to the truth table of each
2-input gate within the circuit. By repeatedly applying the above process, Alice
and Bob can securely compute the garbled circuit. The cost of privacy is the
runtime overhead that stems from encryption and decryption as well as the
conversion and execution of arbitrary functions as Boolean circuits.

2.3 Obliv-C

Obliv-C [37] is both a domain specific extension of C and a gcc wrapper that
compiles the extension.3 It is designed for developers to easily implement 2PC
Secure Multiparty Computation: Obliv-C provides high-level interface to SMC
via language extension, performs the Boolean circuit conversion, and handles
the garbled circuit protocol. It has been applied to various privacy preserving
machine learning scenarios [9, 29] as well as to email communications [10].

While we leave the low level implementation details of Obliv-C out in this
paper (please refer to the original paper [37] for all the details), let us focus on
two core language constructs, obliv qualifier and obliv if statement.

3 It is available from https://oblivc.org.



Extending the GC to an 
arbitrary function

• Any arbitrary function can be converted into a large 
Boolean gate circuit.


• Alice and Bob can process one Boolean gate at a time to 
work their way through the complicated circuit.


• Cost of privacy: encryption & decryption, I/O cost from 
OT, as well as the conversion of a function to a Boolean 
circuit



Obliv-C
• A GCC wrapper and a Domain Specific Language (DSL) 

that allows easier implementation of GC in high level 
language.


• obliv: a qualifier added to variables that need to 
remain oblivious. 


• obliv if: to prevent information leak from control flow, 
the body of obliv if will be always executed, 
regardless of how the branch predicate evaluates. When 
the predicate is false, the garbled circuit ensures that the 
values computed inside the block are simply ignored.



– obliv: this qualifier denotes variables whose values need to remain oblivi-
ous. All oblivious variables are declared with the qualifier and assigned with
actual values transferred from the garbled circuit protocol.

– obliv if: to prevent information leak from control flow, Obliv-C converts
all control dependencies into data dependencies. This means that the body
of obliv if will be always executed, regardless of how the branch predicate
evaluates. When the predicate is false, the garbled circuit ensures that the
values computed inside the block are simply ignored.

Figure 1 shows an example code of Obliv-C for the Yao’s millionaires’
problem. Variable a and b represent the wealth of two millionaires respectively.
Using the function feedOblivInt, a and b are converted into an obliv qualified
integers. The following if statement at Line 13 is a obliv if statement, because
it makes a comparison between obliv qualified values. The result of comparison
between a and b is stored in result, which is also obliv qualified variable.
Finally, the call to revealOblivBool ensures that only the result is revealed
to each party at the end of computation.

1 #include <million.h>

2 #include <obliv.oh>

3

4 void millionaire (void *args) {

5 ProtocolIO *io = args;

6 obliv int a, b;

7 obliv bool result = false;

8 a = feedOblivInt (io->myinput, 1);

9 b = feedOblivInt (io->myinput, 2);

10 obliv if (a < b) result = true;

11 revealOblivBool (&io->result, result, 0);

12 }

Figure 1: An Obliv-C program that implements Yao’s Millionaires’ Problem
taken from Zahur et al. [37].

3 Secure Multiparty Computation GP using Obliv-C

In GP, the majority of the computation takes place during the fitness evalua-
tion. In addition, this is the place where the training dataset is used by GP.
This section describes how we can formulate SMC using the fitness evaluation
as the function of interest. Our focus in this paper is the scenario in which mul-
tiple parties are holding di↵erent parts of the training dataset. We call this the
multiparty dataholder scenario.

3.1 Multiparty Dataholder Scenario (2PC)

The multiparty dataholder scenario is a natural extension of the original Yao’s
millionaires’ problem, as shown in Figure 2. We simply replace the function
that returns the result of comparison between two numbers with the fitness

https://github.com/samee/obliv-c/

https://github.com/samee/obliv-c/


ML under GC

• We tried Genetic Programming (okay, not the most 
classical ML algorithm) under GC.


• 2-party scenario: two sides have halves of data, and 
need to combine them to learn something useful, but 
do not want to share the data


• 1-party scenario: data holder wants to learn something 
from the data without necessarily revealing the data



Figure 2: The multiparty dataholder scenario when there are two data parties
and one GP party: 1) GP party generates the SMC program, and 2) sends it to
each party. 3) Each party enters their input, and 4) the SMC program computes
and all parties get the results.

function that evaluates the given GP candidate solution using the data held by
the two participating parties. Let us call the data holders the data parties, and
the mediator who is running the GP the GP party.

– GP Party: GP party executes the GP evolutionary loop, and generates
Obliv-C based SMC program that contains the garbled circuits of the can-
didate solution to evaluate.4 This SMC program is used by data parties to
securely commit their inputs.

– Data Party: data parties hold the split training dataset. There are two
ways a training dataset can be split. Suppose a training dataset contains
n datapoints, each with m properties. A horizontal split means each data
party holds mutually exclusive subset of the n datapoints ( the union should
be the entire training dataset). A vertical split means each data party holds
mutually exclusive subset of the m properties of all n datapoints (the union
of two property subsets should be the set of all m properties).

Whenever the GP party needs to evaluate a candidate solution, it first gen-
erates an Obliv-C source code that corresponds to the solution, builds it, and
distributes the executable to data parties. Subsequently, data parties execute
the SMC program and provide their parts of the split training dataset. Once all
data parties enter their input, the fitness function computes and all data parties
get the resulting fitness value. GP party receives the result and continues with
the GP iteration until the predefined termination criterion is met. During the
process, none of the data parties get to know more than their own shares of
training dataset. Note that data parties do get to know what is being computed
(i.e., which candidate solution the GP party is evaluating).

3.2 Singleparty Dataholder Scenario (1PC)

4 In practice, our implementation gathers all candidate solutions in a generation and
combines them all into a single Obliv-C program, to save the compilation overhead.
This is similar to the approach taken by existing GPGPU based parallelisation ap-
proach for GP [14].

Figure 3: The singleparty dataholder scenario when there are one data party
and one GP party: 1) GP party generates the SMC program, and 2) sends it
to the data party. 3) The data party enters its input, whereas GP party enters
nothing, and 4) the SMC program computes and all parties get the results.

As shown in Figure 3, we also present a singleparty dataholder scenario, in which
the entire training dataset is held by a single participating party. We think this
can also be a common use case for SMCGP, in which two stakeholders exist,
one with the data (data party) and the other with Genetic Programming (GP
party). The data party allows the GP party to learn from its data, but does not
want to reveal the data. This scenario can be easily implemented by making the
GP party to double as a data party with no training data subset to contribute.

4 Experimental Setup

This section presents out research questions, and describe experimental subjects
and configurations.

4.1 Research Questions

This paper aims to compare our implementations of both single and multiparty
data holder SMCGP to the Normal-GP through the following research questions.

– RQ1. E↵ectiveness: how well does the SMCGP perform compared to the
Normal-GP?

– RQ2. E�ciency: what is the runtime overhead of SMCGP when compared
to Normal-GP?

RQ1 is essentially a sanity check for Obliv-C: we should achieve the same
level of e↵ectiveness if Obliv-C performs oblivious and correct computation.
RQ1 is answered by comparing the Mean Squared Errors (MSEs) for the sym-
bolic regression problems, and by comparing wasted e↵ort (wef) for the GP-
based fault localisation dataset: wef means the number of program elements
which should be investigated before finding faulty program elements.

We use two-tailed Mann-Whitney U test to compare values from two di↵erent
types of GP. The null hypothesis is that the mean values of di↵erent types of
GP are the same. Failing to reject the null hypothesis would show that results
from SMCGP cannot be distinguished from those of Normal-GP.

Our primary interest lies with RQ2, which investigates whether the runtime
overhead of Obliv-C is practical. We expect both the use of garbled circuit



It totally works. Computation is precise: in fact, we reported a bug in obliv-c 
implementation because only a specific operation differed from normal computation. 

But:

Figure 5: Boxplots of execution time by each subject.

Threats to construct validity concern how accurately the measurements we
take are actually correlated to what they claim to measure. We assess the level
of any threats to construct validity to be low, as our evaluation metric, MSE,
is a standard evaluation metric for symbolic regression and based on actually
observed errors.

7 Related Work

Genetic Programming evolves programs, often using trees as representation [22].
Its ability to evolve expressions rendered itself as a tool for predictive modelling
in domains such as software development e↵ort estimation [6] and defect prone-
ness prediction [18]. It has been used to evolve risk evaluation formulas [36] as
well as to learn more complicated ranking models [27] for fault localisation. Many
application domain involve potentially sensitive data, which motivates our use
of Obliv-C for SMCGP.

Peters et al. maintained the data privacy for cross-company defect predic-
tion in which data from one company is used to train defect predictors for an-
other [21]. The underlying technique is called MORPH: it obfuscates datapoints
while ensuring that the obfuscated points do not cross the boundaries between
the original and its neighbouring class. Li et al. later extended MORPH to Sparse
Representation based Double Obfuscation (SRDO) with the same intention to
preserve class labels [16]. Both techniques are designed for classification problems
and need labels: SMCGP can be applied to any problems. Also, both techniques
are much faster than SMCGP, they only obfuscate and not completely hide the
data: SMCGP does not reveal any information.

There are other secure computation frameworks, both software and hardware
based. Homomorphic Encryption (HE) allows computation on the encrypted
data without the need to decrypt the data first [20], but is known to require
inhibitively long execution time and significant memory usage. Hardware assisted



Concluding Thoughts

• If you can do computation without revealing inputs, what 
will be possible?


